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Dear PPS Staff and School Communities,  

We want to let you know that Portland Public Schools has been working since 
Friday with law enforcement and financial institutions in response to a banking 
crime involving the district. Fortunately, we have confirmed that the banking 
institutions involved have frozen the approximately $2.9 million in district funds 
that were transferred to a fraudulent account disguised as the account of a 
legitimate PPS construction contractor. PPS has already begun the process to 
recover and fully return the funds back to the district, likely within the next several 
days.  

Once we were made aware of this fraudulent transaction on Friday, we 
immediately notified law enforcement, including the FBI and Portland Police 
Bureau, as well as the Board of Education. We also began an internal investigation 
to determine the origin of this transaction and how and why the transaction was 
processed by PPS.  

Following standard procedure, two district employees involved with processing 
the transaction were placed on paid administrative leave, pending a full 
investigation. Initial information indicates that the fraud was perpetrated externally 
and no district employee engaged in criminal activity; however, the district is 
implementing best practices to investigate this case thoroughly.  

All district payment procedures and internal controls are being reviewed, 
additional protocols and actions have already been identified, and all district 
finance staff will receive mandatory, updated training this week to reinforce 
protocols and to ensure updated procedures are in place to prevent incidents like 

http://track.spe.schoolmessenger.com/f/a/3qrg25NH58nWy1FW9hHk7g%7E%7E/AAAAAQA%7E/RgRfPF78P0QUaHR0cHM6Ly93d3cucHBzLm5ldC9XB3NjaG9vbG1CCgAAfCtbXeqlPpZSDmx0cmFwcEBwcHMubmV0WAQAAAAB
mailto:pubinfo@pps.net
http://track.spe.schoolmessenger.com/f/a/JAO8hJrVCKC9lE0M98OX2w%7E%7E/AAAAAQA%7E/RgRfPF78P0RfaHR0cHM6Ly93d3cucHBzLm5ldC9jbXMvbGliL09SMDE5MTMyMjQvQ2VudHJpY2l0eS9Eb21haW4vNC9BbGxfUFBTX21lc3NhZ2UtMDguMTkuMTktU3BhbmlzaC5wZGZXB3NjaG9vbG1CCgAAfCtbXeqlPpZSDmx0cmFwcEBwcHMubmV0WAQAAAAB
http://track.spe.schoolmessenger.com/f/a/cLtn8styaTtBKaxs5J2c4A%7E%7E/AAAAAQA%7E/RgRfPF78P0RiaHR0cHM6Ly93d3cucHBzLm5ldC9jbXMvbGliL09SMDE5MTMyMjQvQ2VudHJpY2l0eS9Eb21haW4vNC9BbGxfUFBTX21lc3NhZ2UtMDguMTkuMTktVmlldG5hbWVzZS5wZGZXB3NjaG9vbG1CCgAAfCtbXeqlPpZSDmx0cmFwcEBwcHMubmV0WAQAAAAB
http://track.spe.schoolmessenger.com/f/a/i4ZK-T_tgEDy6xtpSy1uAQ%7E%7E/AAAAAQA%7E/RgRfPF78P0RfaHR0cHM6Ly93d3cucHBzLm5ldC9jbXMvbGliL09SMDE5MTMyMjQvQ2VudHJpY2l0eS9Eb21haW4vNC9BbGxfUFBTX21lc3NhZ2UtMDguMTkuMTktQ2hpbmVzZS5wZGZXB3NjaG9vbG1CCgAAfCtbXeqlPpZSDmx0cmFwcEBwcHMubmV0WAQAAAAB
http://track.spe.schoolmessenger.com/f/a/5j_1W-JFBoBco1n4zsMjvw%7E%7E/AAAAAQA%7E/RgRfPF78P0RfaHR0cHM6Ly93d3cucHBzLm5ldC9jbXMvbGliL09SMDE5MTMyMjQvQ2VudHJpY2l0eS9Eb21haW4vNC9BbGxfUFBTX21lc3NhZ2UtMDguMTkuMTktUnVzc2lhbi5wZGZXB3NjaG9vbG1CCgAAfCtbXeqlPpZSDmx0cmFwcEBwcHMubmV0WAQAAAAB
http://track.spe.schoolmessenger.com/f/a/qVYKLHqp9DRgkS2ao-1JTQ%7E%7E/AAAAAQA%7E/RgRfPF78P0ReaHR0cHM6Ly93d3cucHBzLm5ldC9jbXMvbGliL09SMDE5MTMyMjQvQ2VudHJpY2l0eS9Eb21haW4vNC9BbGxfUFBTX21lc3NhZ2UtMDguMTkuMTktU29tYWxpLnBkZlcHc2Nob29sbUIKAAB8K1td6qU-llIObHRyYXBwQHBwcy5uZXRYBAAAAAE%7E


this from occurring. We have conducted an initial review of previous transactions, 
as well as a review of vendor account management and fund transfer protocols. In 
addition, we have updated our fraud awareness training materials. 

All of this is being followed by a full, independent, external investigation involving 
outside experts from the fields of online security, financial processes and controls, 
and workplace fraud. Additionally, the district’s external auditor will 
independently review our financial controls and vendor management protocols. 

We are treating this incident with the utmost seriousness. We will continue to 
cooperate fully with law enforcement to protect school district funds and to 
apprehend the perpetrators. We thank Portland Police, the FBI, and our partners 
at Wells Fargo for their quick response and assistance they have extended to PPS 
over the last four days. Unfortunately, school districts and educational entities 
around the country have increasingly become targets of financial fraud and cyber 
security threats. We will use this instance to further strengthen our financial 
controls and plan to share our experience with other school districts. 

Sincerely, 

 
Guadalupe Guerrero 
Superintendent 

  
Portland Public Schools recognizes the diversity and worth of all individuals and groups and their roles 
in society. It is the policy of the Portland Public Schools Board of Education that there will be no 
discrimination or harassment of individuals or groups on the grounds of age, color, creed, disability, 
marital status, national origin, race, religion, sex or sexual orientation in any educational programs, 
activities or employment. 
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