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INTRODUCTION 
 

The Criminal Investigators Association (CIA) hereinafter referred to as the “Association,” 

is the exclusive bargaining representative for approximately 17 Criminal Investigators working 

under the title of “Special Agent” on behalf of the Oregon Department of Justice hereinafter 

referred to as the “Employer” or “OJD.”   

This dispute arises out of Special Agent Jim Williams (“Grievant”) having performed a 

public search under the hashtags, #blacklivesmatter and #fuckthepolice while using a new work 

tool made available to members of ODJ, known as Digital Stakeout (hereinafter “Software”).  The 

Grievant was among a number of ODJ employees who attended a vendor training on September 

29, 2015 to enable use of the Software (See Ex. A-15).  These ODJ employees were asked to trial 

the Software for 30 days.  On September 30, 2015 while the Grievant was using the Software 

within the Salem, Oregon area under the aforementioned search terms he landed on a fellow 

employee’s twitter account which contained information that was concerning to the Grievant and 

which was later reported to the Grievant’s superiors which in turn led to an independent 

investigation of the matter and the Grievant’s ultimate dismissal on August 16, 2016. 
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As the present matter involves a disciplinary action, the Employer carries the burden of 

persuasion.  The level of persuasion necessary for the arbitrator to render a decision in favor of the 

Employer in this matter shall be by clear and convincing evidence. 1  Accordingly, the Employer 

was invited to present its case in chief first.    

The arbitrator notes for the record that the hearing was recorded by a court reporting service 

and that an official transcript of the hearing was made available to the parties, including the 

arbitrator.  The parties were each given the opportunity to call and cross examine witnesses, submit 

relevant evidence and provide closing briefs.    The parties stipulated to much of the evidence to 

be presented at hearing as well as the issue for the arbitrator’s determination.  The arbitrator derives 

his authority to rule in this matter under Article 12, Section 4 of the Collective Bargaining 

Agreement (“CBA”) between the parties. 

 

ISSUE 

Did the Department of Justice violate Article 11, Section 1 of the parties' Collective 

Bargaining Agreement (“CBA”) when it terminated Special Agent Jim Williams on August 16, 

2016?  If so, what is the appropriate remedy? 

 

BACKGROUND 

ODOJ hired the Grievant as a Criminal Investigator on February 8, 2010 at its Fusion 

Center in Salem, Oregon.  Previously, he was employed by the Klamath Falls Police Department 

for nine (9) years as an officer and detective. He held assignments in the SWAT team as a sniper, 

                                                 
1  The Employer is charged with the necessity to persuade the arbitrator by clear and convincing evidence 

that it had just cause to invoke the most severe form of discipline.  “ ‘Clear and convincing' evidence requires a finding 
of high probability. This standard is not new. We described such a test, 80 years ago, as requiring that the evidence be 
‘so clear as to leave no substantial doubt’; ‘sufficiently strong to command the unhesitating assent of every reasonable 
mind.’ It retains validity today.” In re Angelia P. (1981) 28 Cal.3d 908, 919, 171Cal.Rptr. 637, 623 E2d 198, quoting 
Sheehan,126 Cal. at 193.   
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a breacher (someone who uses mechanicals or explosives to breach doors), and an entry team 

member.  He was on motorcycle patrol for three (3) years, then worked as a detective in narcotics.  

Prior to becoming a civilian law enforcement officer; he was trained and worked as a military 

police officer for five (5) years. He performed duties on military bases analogous to those 

performed by a civilian officer, including traffic stops, investigating crimes, accidents and arrests. 

The Grievant held a Master’s Degree in Criminal Justice, and was pursuing a doctorate at 

the time of his dismissal.  He completed police training and certification through the Department 

of Public Safety Standards and Training (DPSST).  His DPSST training included ethics and bias-

based profiling, evidence collection, and terrorism investigations.  He also took classes in 

constitutional law and the limits on police power as a part of his Master’s Degree.  One of his 

principle assignments within the Fusion Center was to investigate possible threat assessments that 

would be important information for law enforcement both locally as well as nationally. 

On September 28, 2015, the Grievant was one among at least forty (40) ODJ employees 

that attended a Workplace Harassment Awareness and Prevention training presented by ODJ. 

On September 29, 2015, Williams attended a vendor training on the use of the 

aforementioned Software program.  There is no record of any ODJ supervisor or manager 

providing any further instructions relative to the use of this Software and the policies and law 

applicable to criminal intelligence gathering within the Fusion Center. 

On September 30, 2015, while the Grievant was working on his ODJ computer in his 

capacity as a criminal investigator, he conducted the aforementioned hashtag search using the trial 

Software.  The Grievant did not ask anyone in management about the appropriateness of this search 

before running it.  On other occasions, when conducting searches, the Grievant had consulted with 

Assistant Attorney General Matt McCauley, the ODJ attorney who was embedded in the Criminal 

Justice Department at the time, and who served as a section expert on what searches criminal 

investigators were allowed to run, and who in fact sat in an office adjoining the Grievant.  The 

hashtag search had no relevance to any open criminal investigations or the Grievant’s assigned 

casework other than to trial the aforementioned Software.  
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During the Grievant’s trialing of the Software he entered a number of search terms 

including the search term #blacklivesmatter.  He then used the “geo-locate” or “geo-fencing” 

feature in the Software program to view usage of the hashtag in the immediate area of his office 

building in Salem, Oregon.  In scrolling through the returns, a particular image caught his attention 

involving what he believed to have been a police figure in the crosshairs of a rifle scope, the name 

of a famous hip-hop group “Public Enemy” below the figure, and the quote “Consider yourselves 

… WARNED,” under the image.  When he clicked on the image he was taken to another page of 

results from the same person’s Twitter account, containing more images (including cartoons) from 

that person’s Twitter feed.  The Grievant proceeded to comb through the images and personal posts 

on this individuals public Twitter feed. He looked at a substantial number of images including 

political cartoons, personal photographs of the person’s Twitter account and other hashtags.  

The Grievant testified that he was unaware of the person whose Twitter account he was 

viewing at the time, until his Co-worker Terra Duncan, a Research Analyst 4 in the Fusion Center, 

confirmed that it was a lawyer and ODJ’s Civil Rights Director (hereinafter “Johnson”).   Together 

Ms. Duncan and the Grievant showed the image to one of their supervisors, Assistant Attorney 

General Matt McCauley who in turn suggested that the Grievant bring it to Special Agent in Charge 

Dave Kirby’s attention as he was in charge of the department.  Kirby then contacted Darrin Tweedt, 

Chief Counsel for the Division who requested Kirby instruct the Grievant to write a memo about 

the images and send it to him.  The Grievant testified that he was concerned about writing such 

memo as he feared such memo could get him in trouble.    The Grievant drafted the requested 

memo, dated October 1, 2015. (See Ex. A- 18, pg. 2). 

On October 8, 2015 the Grievant sent his direct supervisor Assistant Special Agent-in-

Charge Steven McIntosh an e-mail asking him to review his memo before he sent it on up the chain 

of command.  (See Ex. A-18.).   Later that day Kirby received the memo and forwarded it on to 

Deputy Chief Counsel Stephanie Tuttle as Tweedt was out of the office at that time. 

On October 12, 2015 Tweedt returned to the office and saw the Grievant’s memo reporting 

the Grievant’s perceived “threats” he had uncovered during his trialing of the Software.  Tweedt 

then contacted the Deputy Attorney General, Fred Boss, by phone and informed him of the search 
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that had been conducted using the hashtag #blacklivesmatter.  On October 13, 2015, Boss met with 

Tweedt and asked him to prepare a report so he could see what had actually occurred. 

On October 20, 2015, Tweedt met with Boss and Attorney General Rosenblum to review 

the Grievant’s memo and accompanying attachments.  Attorney General Rosenblum reported that 

the Grievant had engaged in racial profiling through such search.2   

On November 10, 2015, Attorney General Rosenblum officially retained employment 

lawyer Carolyn Walker, a partner at the Stoel Rives law firm in Portland, to conduct an outside 

investigation into the Grievant’s trialing of the Software when he used the hashtag 

#blacklivesmatter.  On that same date Attorney General Rosenblum received a letter on Urban 

League of Oregon’s letterhead, expressing outrage over the “improper and potentially 

unlawful…surveillance and investigations on an Oregonian….”  (See Ex. A-44).  The letter 

included the signature of Johnson’s wife who had learned of the incident from her husband.   

Attorney General Rosenblum responded to the letter on the same date, November 10, 2015, 

referring to the incident as “an act of profiling.” (See Exhibit A 45).  Late on the afternoon of 

November 10, 2015, the Grievant was called back into work after having finished his regular shift 

and was notified that he was being placed on administrative leave. 

Following a thorough investigation including a number of internal and external interviews, 

Ms. Walker issued her findings on April 6, 2016.  In her findings Ms. Walker recommended that 

the OJD employees within the Criminal Intelligent Unit (“CIU” or “Unit”) be trained on anti-racial 

profiling, diversity, cultural competency and anti-bias.  Ms. Walker did not believe that there had 

been sufficient information or warnings to law enforcement in which the Grievant would have 

been authorized to run the particular search term #blacklivesmatter.  Due to varying levels of 

understanding of the laws within the Unit she also recommended additional training for CIU 

personnel with respect to electronic monitoring of social media and that there be clear and 

consistent leadership and direction applying the relevant statutes and regulations used in their daily 

activities within the Unit. 

                                                 
2 Attorney General Rosenblum was heading up a task force exploring racial profiling among law enforcement in the 
State of Oregon at the time of this incident. 
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The Grievant was dismissed from employment on August 16, 2016. 
 

POSTION OF THE PARTIES 

Employer’s Position 

 The Employer contends that it had just cause in which to terminate the Grievant’s 

employment and cites the “Seven Tests for Just Cause” criteria first formulated by Arbitrator 

Carroll R. Daugherty as its authority.  The Employer’s termination letter3 of April 16, 2016 

addresses the Employer’s charges supporting the termination of the Grievant as follows: 

 

A. When you used DigitalStakeout to search for #blacklivesmatter violated ORS 181A.250 
and OAR 137-090-0070. 

B. When you clicked through the search results returned by DigitalStakeout and viewed 
Twitter posts of your co-worker, Erious Johnson, Jr., you violated ORS 181A.250 and 
OAR 137-090-0070. 

C. When you used DigitalStakeout to search for #blacklivesmatter violated the Fusion Center 
Privacy Policy. 

D. When you used DigitalStakeout to identify an individual who made social media posts 
using the hastag #blacklivesmatter violated the Fusion Center Privacy Policy. 

E. Your statements that Mr. Johnson’s posts contain threats against law enforcement 
demonstrate a significant lack of objectivity and neutrality incompatible with the job 
performance the Oregon Justice Department expects of a Special Agent. 

F. You provided inconsistent statements to SAAG Walker about when you stopped using 
DigitalStakeout and therefore failed to provide truthful and accurate information. 

G. Your inconsistent answers regarding when you stopped using DigitalStakeout 
demonstrates an inability to report facts accurately and consistently. 

 

Association’s Position   

The Association contends that the Employer did not have just cause in which to terminate 

the Grievant.  Additionally, the Employer must prove its allegations by “clear and convincing” 

evidence.  The Association seeks the reinstatement of the Grievant making him whole for all lost 

                                                 
3 Exhibits A-3 and E-30 
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wages, benefits (economic and non-economic), together with a finding that the Grievant was not 

dishonest in his interviews and statements. 

 

FINDINGS OF FACT AND DISCUSSION 

Inasmuch as the Employer carries the burden of persuasion in this matter, this Arbitrator 

will review the evidence and testimony in light of the Employer’s stated reasons for termination 

in relation to the just cause standards that have been universally adopted in such matters.  The 

arbitrator will address each of the just cause standards in the order they traditionally appear.  The 

arbitrator notes that the Employer’s inability to meet an individual just cause component does not 

automatically negate its position. 

1. NOTICE  

“Did the Employer give the Employee forewarning or foreknowledge of the possible or 
probable consequences of the Employer’s disciplinary conduct?”4 
 

The Employer did not provide any evidence that would suggest that had the Grievant 

violated any of the policies noted within its letter of termination, that the Grievant could expect to 

be terminated.  However, such understanding may be implicitly understood among sworn law 

enforcement officers especially as relates to an officers’ obligation and the Employer’s expectation 

that the officer will be telling the truth at all times.  The Grievant himself understood that he must 

comply with reasonable instruction from a superior or face very serious consequences.  This fact 

was emphasised by the external investigator, Carolyn Walker at her December 18, 2015 interview 

of the Grievant.5 

 It is evident that the Grievant was very familiar with 28 CFR § 23, ORS 181A.250 and 

OAR 137-090-0070 as related to his position of employment, having worked under these statutes 

                                                 
4 Koven & Smith, Just Cause the Seven Tests, page 34 (BNA, 3rd Ed. 2006).   
5 See Exhibit A-5, page 1. 
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and regulations as well as having participated in many trainings on the subject.  Again, it is 

implicitly understood, if not explicitly stated, that violating these laws could potentially result in 

criminal charges let alone termination from employment if one were found guilty of committing 

such a crime.  As will be discussed later in greater detail, the relevance of these statutes and 

regulations may be of less or no effect where it was the Grievant that “collected” or “maintained” 

information in contravention of the law ONLY at the request of his superiors.  As for the Fusion 

Privacy Policy, the Employer was unable to provide sufficient evidence to contradict the 

Grievant’s testimony that he was unfamiliar with the policy except as it pertained to the tenants 

derived from 28 CFR § 23. 

 It is concerning to the arbitrator that the Employer’s own investigator found many of the 

employees within the CIU held different beliefs and understandings about the impact of these laws 

upon their activities within the department.  Consequently, it is not surprising that an incident could 

have occurred that would create such a stir in contravention to departmental expectations at 

different levels within OJD administration, especially as relates to new technology made available 

to its employees without training or oversight from the Employer.   

Additionally, the Employer labeled the Grievant’s activity as that of “profiling” both 

initially by the highest member of the OJD and later when releasing information to the media.  

Though no such formal charge was ever forthcoming against the Grievant, it is true that the OJD 

did not have a policy in place at that time to address such matters and that such label most likely 

had a significant impact upon the Employer’s decision to discipline the Grievant.  

2. REASONABLE RULES AND ORDERS  
 

“Was the Employer’s rule or managerial order reasonably related to (a) the orderly, 
efficient, and safe operation of the Employer’s business, and (b) the performance that 
the Employer might properly expect of the Employee?”6 

                                                 
6 Koven & Smith, Supra at 99. 
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As previously discussed, there had been a fair amount of confusion over the application 

and breadth of the department’s policies within the CIU.  Even the department’s own supervisors 

were unclear on the meaning and application of the ODJ Social Media Non-Convert Investigation 

Policy.7  Assistant Special Agent-in-Charge Steven McIntosh testified that the Fusion Center had 

no social media non-convert investigation policy but instead he located a general OJD policy after-

the-fact which did not apply to criminal justice division employees.8  The Employer contends that 

the Grievant was to have first inquired with Senior Assistant Attorney General Matt McCauley 

before using the hastag with the Software program provided by the department.  Further, 

McCauley who was embedded in the department to assist in such matters, was not even aware that 

a new Software tool had been introduced into the department. 

The Employer is correct in assuming that the Grievant was abundantly clear on the meaning 

and application of 28 CFR § 23 as a result of his years of experience and training.  However, it is 

very disconcerting that the department introduced a new technological tool into the mix without 

any policies and procedures first being in place.  Additionally, it appears that the only training for 

CIU employees on the use of the Software was from the vendor offering the program.  The vendor 

never addressed nor should have addressed the department’s policies and practices regarding the 

use of such tool.  The CIU employees were asked to trial the Software which a few did, including 

the Grievant which ultimately led to the controversy before the arbitrator. 

As the Employer’s own investigator recommended consistent leadership within the 

department and additional training for its personnel, it is difficult for the arbitrator to answer the 

second just cause test question in the affirmative. 

 

   

                                                 
7  See Exhibit E-51, p. 68. 
8 Tr. 172-174 
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3. INVESTIGATION 

“Did the Employer, before administering the discipline to an Employee, make an effort to 
discover whether the Employee did in fact violate or disobey a rule or order of 
management?”9 
 
 The Employer attempted to get to the bottom of the event, however, the manner in which  
 
the investigation was conducted is troubling to the arbitrator for the following reasons: 
 

a. The Employer required the Grievant to write a memo and include captured screen 
images thereby instituting the “collection” and “maintaining” of private information 
in possible contravention of ORS 181A.250 and OAR 137-090-0070. 

b. Sometime between October 20, 2015 and November 10, 2015, the Attorney General 
informed Johnson of a profiling incident within the OJD for which he was the 
target.10 

c. Attorney General Rosenblum responds to the Urban League on November 10, 2015 
promising action while characterizing the incident as “an act of profiling.”11 

d. Grievant is ordered back to work on November 10, 2015 and informed that he was 
being placed on administrative leave immediately. 

e. Attorney General Rosenblum informs OPB in a November 11, 2015 interview of 
agent being placed on administrative leave for “profiling.” 

f. On November 20, 2015 Attorney General Rosenblum informs her political database 
of the profiling incident and did so“[t]rying to be responsive to a community reaction 
that occurred in this instance.” Tr. p 51 at lns 10-12. 

g. October 25, 2016 - Attorney General Rosenblum’s interview with Oregonian/Oregon 
Live two (2) months after termination still refers to “fallout from a racial profiling 
scandal” Tr. p 56 lns 4-5. 

Though the Grievant has never been formally charged with “racial profiling,” his Employer 

has made it very clear throughout the process that it believed he had committed such act.  

According to the American Civil Liberties Union the Grievant would have had to have sought out 

Johnson as a potential criminal solely because of the color of his skin.12  By using the hashtag 

#blacklivesmatter the Grievant would have also had to believe that everyone associated with such 

                                                 
9  Koven & Smith, Supra at 185. 
10 Tr. p 301, lns 19-20. 
11 Exhibit A-45, p. 1 
12 "Racial Profiling" refers to the discriminatory practice by law enforcement officials of targeting individuals for 
suspicion of crime based on the individual's race, ethnicity, religion or national origin. Criminal profiling, generally, 
as practiced by police, is the reliance on a group of characteristics they believe to be associated with crime.  Source: 
https://www.aclu.org/other/racial-profiling-definition 
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hashtag would be black.  The arbitrator takes judicial notice of the fact that Black Lives Matter as 

a movement is supported by people of every color, nationality and gender and correspondingly 

many posts under #blacklivesmatter will originate from non-blacks.  The Employer provided no 

evidence to affirm the act of profiling, though it continued to use the term before and after the 

Grievant was terminated.  Such action on the part of the Employer suggests a predisposition to 

find fault with the Grievant regardless of the evidence.13  

Much more alarming to the arbitrator is the self-inflicted wounds the Employer caused 

when (1) it ordered the Grievant to capture the images which are the subject of this grievance, (2) 

shared preliminary personnel information directly with Johnson, (3) shared preliminary personnel 

information with prospective campaign donors, and (4) shared preliminary personnel information 

with the media.  It is of no surprise that the Employer set in motion a series of events that could 

have no other outcome than to deliver severe punishment for the declared perpetrator.   

To the Employer’s defense, it did invoke the services of an outside consultant to conduct 

an investigation into the matter.   Investigator Walker did find that the Grievant was not in 

compliance with statutes, regulations and departmental rules when he used the search term 

#blacklivesmatter.”  However, her recommendation to the Employer was that the CIU would 

benefit from clear and consistent leadership as well as mandatory training for the CIU personnel 

in the areas of diversity, cultural competency, and anti-bias.14  The investigator found that not all 

CIU employees believed open source internet searches were problematic if they were not saved or 

printed out.  She reasoned that the use of “Digital Stakeout,” was sufficiently different than a 

“simple Google search” that the Grievant was not in compliance with the statutes, regulations and 

departmental rules when he searched #blacklivesmatter without an open criminal investigation.  

Further, the investigator expressed her opinion that there was no basis in fact in which the Grievant 

                                                 
13 The arbitrator condemns the act of racial profiling and is in no way justifying such action under any circumstance. 
14 Exhibit E-51, p 32. 
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could have connected Black Lives Matter with any threats of protests and violence after September 

11, 2015.  The arbitrator questions such thinking on the part of the independent investigator as a 

mere three weeks had passed from the law enforcement bulletins reporting such behavior and the 

incident in question.  Had there been no such reports at any time until after the September 30, 2015 

incident, then the possibility of ulterior motives could more readily come into play.  Ascribing an 

ulterior motive to the Grievant when there are no such facts in evidence would be inappropriate 

and seriously damages such findings of the investigator.  Attorney General Rosenblum herself 

noted that “I’m not sure when you are playing around that you’re doing a threat assessment.  But 

I think it could be perceived that way.”15 

Seems there was sufficient confusion within the department on the subject of electronic 

monitoring of social media that the Grievant ought not to have been singled out as having violated 

the rules or orders of the Employer while trialing the new Software.  And, as there is no evidence 

of ulterior motives such as racial profiling and surveillance by the Grievant, we are left with the 

Grievant’s understanding of what he had done and why. 

4. FAIR INVESTIGATION 

“Was the Employer’s investigation conducted fairly and objectively?”16 

The Association contends that the Employer’s investigation was unfair in that (1) the 

leadership of OJD was not interviewed by its own outside investigator and (2) seemingly from the 

moment Attorney General Rosenblum heard of the incident she had labeled the incident profiling 

and perceived Johnson to be a victim.  It is true that the investigator did not interview Attorney 

General Rosenblum and her deputy Fred Boss, both involved in the review and ultimate decision 

to terminate.  More importantly, the testimony and evidence presented gives the significant 

                                                 
15 Tr. p 41, lns 17-20. 
16 Koven & Smith, supra at 265. 
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impression that the Grievant was prejudged and promises were made to individuals outside the 

purview of the OJD personnel department guaranteeing a resolve to what had been portrayed as 

an act of profiling.  Attorney General Rosenblum’s sharing of personnel information to Johnson 

and the media appear to have created an unnecessary firestorm when the lit match of potential 

impropriety merely required a quick and painless snuffing in the nearest receptacle suitable for the 

task.   

In addition to what appears to have been a gross overreaction to an alleged case of profiling, 

the Employer completely failed to investigate and address the Grievant’s stated concern for his 

own safety and that of his fellow officers.  As the Grievant and many of his co-workers learned 

how to identify, prevent and report workplace concerns during their Workplace Harassment 

Awareness and Prevention training just a few days prior to the “event,” one can easily assume that 

such information was still very fresh in the minds of these employees, including McCauley.  There 

is however no evidence suggesting that such concern was ever directed to the personnel department 

for review and follow through, if necessary. 

5. PROOF 

“At the investigation did the company ‘judge’ obtain substantial evidence or proof that the 
Employee was guilty as charged.”17 
 

The record is very clear that the Grievant wrote a memo and printed off screen shots 

potentially in violation of ORS 181A.250 and OAR 137-090-0070.  He did so only after having 

received an order from his superior, requested clarification from his superior, and input from 

another supervisor.  As such, there can be no consequence for the Grievant for such action merely 

because he followed an order from his superior.  It is well settled that “[w]hen an employee is 

guilty of wrongdoing, but management (ordinarily the supervisor) is also at fault in some respect 

                                                 
17 Koven & Smith, supra at 277 
17  Elkouri and Elkouri, How Arbitration Works, 6th Ed., pp 1000-1001. 
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in connection with the employee’s conduct, the arbitrator may be persuaded to reduce or set aside 

the penalty assessed by management.”18  It is also true the Grievant and many of his colleagues 

agreed that this statute and regulation could only be violated if the viewer were to print off the 

information.  However, the CIU’s own policy on the subject goes a step further and prevents an 

employee from not just “collecting and maintaining” such information, but the employee would 

also not be able to “seek and retain”19 the information.  In the present case and according to the 

Oregon TITAN Fusion Center Privacy Policy (hereinafter “Privacy Policy”), the Grievant would 

only be permitted to “seek” such information while an employee of CIU if he were in compliance 

with Section 4.1 of said policy of which he was charged.  Section 4.1(1)(a)-(f) of the Privacy Policy 

follows, with emphasis added. 

a. The source of the information is reliable and verifiable or limitations on the quality of 
the information are identified; and 

b. The information was collected in a fair and lawful manner, with the knowledge and 
consent of the individual, if appropriate, and 

c. The information is based on a possible threat to public safety or the enforcement of 
the criminal law; or 

d. Where there is reasonable suspicion that a specific individual or organization has 
committed a criminal offense or is involved in or is planning criminal (including 
terrorist) conduct or activity that presents a threat to any individual, the community, 
or the nation, and the information is relevant to the criminal (including terrorist) 
conduct or activity; or 

e. The information is relevant to the investigation and prosecution of suspected criminal 
(including terrorist) incidents; the resulting justice system response; the enforcement 
of sanctions, orders or sentences; or the prevention of a crime, or 

f. The information is useful in crime analysis or the administration of criminal justice and 
public safety (including topical searches). 

Section 4.1(1) of the Privacy Policy clearly requires elements of section (a) through (c) to 

be present or the employee must not proceed with efforts to “seek” such information.  However, 

                                                 
 
19  See Oregon TITAN Fusion Center Privacy Policy, Exhibit E-7 
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the word “or” follows section (c) giving the reader three additional categories in lieu of section 

(c), each fully capable of satisfying the final element. 

Reviewing Section 4.1(1) of the Privacy Policy in the light most favorable to the Grievant, 

it would appear that he would only have a need to satisfy sections (a), (b) and (f) in order to “seek” 

or gather intelligence.  As for subsection (1)(a), generally viewing open source Twitter information 

is deemed to be reliable or such information would be removed by the owner of such account.  

Since the information was on an open public account, its viewing would be both fair and lawful 

and not yet “collected” until it had been downloaded or printed, therefore it does not appear to be 

an issue with subsection (1)(b).  The only other question would be whether it was useful in crime 

analysis by an investigator whose job it was to perform threat assessments in order to satisfy 

subsection (1)(f).  As stated earlier, even Attorney General Rosenblum acknowledged that his 

actions could be “perceived that way.”20   

The Employer has also charged the Grievant with a violation of Section 4.1(3) which reads 

as follows in pertinent part, with emphasis added: 

3. The Oregon TITAN Fusion Center will not seek or retain information about an individual or 
organization solely on the basis of their religion, political, racial, or social views or activities…. 

It is clear from this language that if the Grievant ran the “blacklivesmatter search seeking 

information solely on the basis of race or social views, then he would have violated Section 4.1(3) 

of the Privacy Policy.  The Grievant explained to the Employer’s investigator that he ran that 

particular search because “the hastag itself was being used by many different persons that were 

organizing riots and looting and threats against law enforcement and just social disobedience in 

general.”21  The Employer provided no contrary evidence that proved or even suggested that the 

Grievant ran such search solely on the basis of race or social views. 

                                                 
20 Tr. p 41, ln 19-20. 
21 Exhibit A-5, p 15. 
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The Privacy Officer in charge of ensuring that privacy protections were implemented under 

the Privacy Policy at the time of the incident was Assistant Attorney General Matt McCauley.  He 

reported that his office was directly next to that of the Grievant and that on the day in question, it 

was the Grievant that came to him and asked him to see what he had found when running the trial 

search.  McCauley recounted that he was shown an image of a “police officer with a superimposed 

crosshair design over the officer.  The wording on the screen associated with the image was 

something to the effect of ‘you are warned.’  [The Grievant] then scrolled to a second image 

showing what appeared to be a digital photograph of a painting.  The painting appeared to depict 

police officers being beaten by numerous people”22  During the course of their interaction, 

McCauley recounted that he had inquired (1) if the information came from an open Twitter account 

and (2) if the information linked the Twitter user to the Attorney General.  As it was an “open” 

account, there did not appear to be any further comment or advice regarding the Privacy Policy, 

but McCauley did advise the Grievant to contact his supervisor.  In McCauley’s second interview 

he reported that “my concern was it’s a public page and I’m concerned that if there’s a link to the 

Attorney General’s Office, that that could be bad for the Attorney General’s Office.23  McCauley 

further reported that he was “confident [the Grievant] knew to contact me prior to any investigation 

or research concerning a protected category under 28 CFR/ORS 181.575 as he had done so in the 

past.”24  In his second interview with investigator Walker, McCauley referred to the particular 

search under #blacklivesmatter as a “red flag.”  In neither interview did McCauley report his need 

to take further action as the person responsible to resolve concerns around the Privacy Policy.  

McCauley did note that had an issue of running a search using #blacklivesmatter first come to him, 

he would have instituted a “pow-wow” with MacIntosh, Kirby and occasionally Tweedt.25   

                                                 
22 Exhibit E-26, pgs. 1-2 
23 Exhibit E-63 at p 14. 
24 Exhibit E-26 at p. 3 
25 Exhibit E-63 at p.16. 
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As for McCauley’s “red flag” concern relative to the Grievant searching under the hastag 

#blacklivesmatter, he reported the following: 

At first I was really concerned because it’s a red flag issue and he didn’t talk to me 
about it [inaudible].  Since then, it’s not clear because this is a case…if his mental 
state was “I don’t care what information I get, I’m just merely running hastags to 
test how the software functions,” I’m not sure that it falls into coverage from our 
statutes, because the statutes all say you have to search for or collect this 
information. … If he doesn’t…if he’s not interested in the information that he gets, 
is he even seeking it.26 
 

It is clear that the Grievant’s trialing of the software took the Grievant and management 

into an area that not yet been contemplated.  To say that there was confusion on the subject would 

be an understatement.  Even the Lead Analyst Dianne Greenlee testified that she would not have 

known before this incident that running a search of #blacklivesmatter would have been an 

impermissible hastag search.27  In short, it does not appear that the Grievant sought any specific 

information while running his test or trialing of the Software, thereby negating charges that he 

violated the Privacy Policy. 

The Employer charged the Grievant with a significant lack of objectivity and neutrality in 

perceiving Johnson’s posts as being threatening.  Since the evidence before the arbitrator is replete 

with examples of co-workers including supervisors who deemed Johnson’s posts as concerning 

and alarming, the arbitrator summarily dismisses the Employer’s accusation. 

The Employer has also charged the Grievant with dishonesty.  This allegation stems from 

the Grievant’s apparent inconsistent testimony as to when he was told to discontinue the use of the 

Software and when he may have actually discontinued its use.  Conceding that Grievant’s account 

between his first and second interview include inconsistencies relative to the sequence of events 

following the incident, it must be noted that the Grievant’s report given in the second interview 

                                                 
26 Id at p. 18. 
27 Tr. p. 365 
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includes numerous comments from, “I don’t recall” to I don’t recall specific dates.”  Regardless 

of the reason given by the Grievant, the arbitrator finds it difficult to place a great deal of weight 

upon testimony that follows such statements.  The insignificance of such matter compared to the 

primary issue at hand is also not lost on the arbitrator.  As there is no evidence that the Grievant 

purposefully altered his testimony between the first and second interviews in order to better his 

position in the eyes of his accusers, the arbitrator is inclined to forego scrutiny over such a 

miniscule point of contention.  Had the vast majority of employees, including management, not 

shared the same degree of confusion over dates as the Grievant, then such issue may be worthy of 

further review.   

 
6. EQUAL TREATMENT 

“Has the Employer applied its rules, orders and penalties even-handedly and without 
discrimination to all Employees?”28 

 

 The Employer reported that it did not discipline any other employees either in the 

bargaining unit or in management over the incident in question, though it was management that 

required the Grievant to “collect and maintain” data for which the Grievant had been charged and 

ultimately discharged.  Whether or not such collection was truly a violation of the law, it is true 

that only the Grievant was disciplined as a result of such alleged violation of the statute and 

regulation.  Granted the Employer was faced with a Hobson’s choice were it to capture the 

evidence in order to investigate and eventually prosecute the matter.  As stated earlier, the act of 

requiring the Grievant to commit the very act for which he was charged can hardly be upheld. 

 What is most concerning to the arbitrator is that management failed to address the very 

concerns that the Grievant presented to the Employer, and instead, punished the messenger.  

                                                 
28 Koven & Smith, supra at p. 354. 
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Simply put, the Employer could have avoided the entire incident had its personnel department been 

asked to step in immediately and fully address the matter internally.  

 

7. PENALTY 
 
“Was the degree of discipline administered by the Employer in a particular case 
reasonably related to (a) the seriousness of the Employee’s proven offense, and (b) the 
record of the Employee in his service with the Employer?”29 
 

The Employer exacted the harshest penalty possible against a seven-year veteran of the 

department with a spotless record.  For the reasons previously discussed, this discipline appears to 

have been both inappropriate, unnecessary and clearly excessive.  As the Employer did not meet 

the just cause standards enumerated above, the arbitrator finds no basis in which to support the 

Employer’s discharge of the Grievant, nor invoke a lesser penalty.   

 

CONCLUSION 

Based on the facts before the arbitrator, the arbitrator finds the Employer to have failed to 

meet its requisite burden of persuasion in this matter.  In particular the arbitrator finds that the 

Employer lacked just cause when applying the customary tests to each of the Employer’s charges 

as detailed above.   Accordingly, the arbitrator answers the issue / question presented to him in the 

affirmative. 

In the instant case, the arbitrator believes that the Employer would have been better served 

if it had followed the recommendations of its external investigator, and invoked training for the 

CIU personnel together with appropriate action to ensure clear and consistent direction from its 

leadership.  Only after the implementation of such recommended measures could discipline have 

                                                 
29 Koven & Smith, supra at p. 443. 




